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1. The Cyber Resilience Act

What is the CRA

The EU’s Cyber Resilience Act (CRA) is a legislative proposal that aims

to revolutionize the security landscape.

By imposing robust cybersecurity standards, the CRA aims to strengthen

the security of connected products and enable consumers to make informed
choices about the security of the technology they use on a daily basis.

This not only promotes a new playing field for EU and non-EU organizations,
but ultimately paves the way for a safer digital marketplace for all.

The CRA has identified two main objectives to ensure the proper functioning

of the internal market:

Creating conditions
for the development
of secure products

with digital elements by ensuring
that hardware and software products
are brought to market with fewer
vulnerabilities, and ensuring that
manufacturers take security seriously

throughout the entire product lifecycle.

Creating conditions
that enable users
to consider
cybersecurity

when selecting and using products
with digital elements.
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The need of being compliant

In response to this fast-evolving digital threat landscape, the European Union (EU)
has identified that existing cybersecurity directives like NIS1/NIS2 and GDPR have
limitations. While these regulations have been successful, they do not fully address
the security needs of the increasingly large network of connected devices.

The Cyber Resilience Act (CRA) is a key measure to address these challenges.

It specifically targets the security of connected devices, an area not adequately
covered by previous legislation, thereby complementing the NIS2 Directive.

O that operate and use loT
and connected products
O have faced cyber attacks

of organizations in the past 12 months.

using or operating loT

o devices have seen an
o increase in cyber attacks on
their loT devices over the

of organizations  past 36 months.

8 o/ have experienced
O certificate outages in

of organizations the last 12 months.

2 2 5 average cost to OEMs for
® outages on their production

milion dollars lines in the past 12 months.
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Who is impacted by CRA

The Cyber Resilience Act (CRA)

is a game-changer for cybersecurity
in the EU market, with significant
implications for businesses operating
within the region.

This legislation primarily targets

any devices with digital components.
The aim is to establish a comprehensive
set of requirements, ensuring these
devices are built with security at the
forefront from the very beginning.

Since the Act applies to all products
sold within the EU market, regardless
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it will also affect Original EQuipment
Manufacturers (OEMs) and their
partners worldwide. This includes
authorized representatives, resellers
and distributors.

These entities will need to implement
processes to verify that the products
they handle comply with the CRA’s
regulations.

This collaborative approach across
the entire supply chain will strengthen
the overall security posture

of the digital landscape within the EU.
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What happens if you don’t comply

If the company fails to meet CRA requirements the fine can reach 15 millions
or an amount corresponding to 25% of the global annual turnover

from the previous business year.

Furthermore, staggered measures from the competent authorities

are also possible.

: \ m

Level 1 Level 2 Level 3
An order may be Sale of product Product
issued to may be recall.
eliminate restricted

identified risks. or prohibited.

Deadline

September December September December

2022 2024 2026 2027
—] ] o o [—
EU Commission EU adopts to The new

thei incidents requirements
the and h
for the CRA vulnerabilities are to take effect

set to commence
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3. Navigating the CRA

Classifying your products under the CRA

The CRA employs a risk-based approach to classify Products with Digital
Elements (PDEs) into categories with varying compliance requirements.
Here’s a breakdown of the classification system.
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Critical products with digital elements

These products typically belong to Class I, which represents
the highest risk level.

Class |

Their compromise could have serious effects, such as the compromise
of critical infrastructure or the breach of sensitive data.

Examples:
E (‘I’) B4 ,))
Hardware devices Smart meter Smart cards or
with safes gateway similar devices
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Meeting essential CRA security requirements

The CRA lists requirements in 3 main categories:

Essential security requirements

According to Article 5, products in scope of CRA must meet the essential
requirements set out in Section 1 of Annex |.

Vulnerability handling requirements

According to Article b the processes put in place by the manufacturer
must comply with the essential requirements set out in Section 2 of Annex |.

Reporting requirements

Manufacturers must report exploited vulnerabilities and incidents to national
authorities via ENISA within 24 hours for early warnings and 72 hours for complete
notifications when selecting and using products with digital elements.

Exein Platform: the go-to CRA Solution

Our platform goes beyond detection and response. Exein integrates a powerful
Threat Intelligence module powered by generative Al.

This comprehensive resource provides readily accessible information

and documentation related to your devices’ security. By leveraging the latest

threat intelligence, you can stay informed about emerging vulnerabilities and make
proactive decisions to safeguard your devices throughout their lifecycle.

Exein provides a single, unified platform that empowers you to navigate

the complexities of the CRA while ensuring the ongoing security of your connected
devices. From pre-market assessments to real-time threat detection and response,
Exein is your trusted partner in achieving and maintaining cyber resilience.

Navigating the CRA 9
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Essential security requirements

CRA

Products with digital elements
shall be designed, developed and
produced in such a way that they
ensure an appropriate level of cy-
bersecurity based on the risks;

Exein go-to solutions

During development, Exein Analyzer builds

a Software Bill of Materials (SBOM) to track
components and identify vulnerabilities, while
Runtime continuously monitors deployed
devices for suspicious activity and has built-in
incident response capabilities to automatically
investigate and address potential threats.

Products with digital elements
shall be delivered without any
known exploitable vulnerabilities;

Exein Analyzer empowers manufacturers

to proactively identify and eliminate potential
security weaknesses throughout the entire
product lifecycle.

This includes pinpointing vulnerabilities within
the product’s firmware, ensuring a secure
foundation from the very beginning.

On the basis of the risk assessment referred to in Article 10(2) and where applicable,

products with digital elements shall:

be delivered with a secure by de-
fault configuration, including the
possibility to reset the product to
its original state;

Analyzer manages the configurations that are

delivered, and Runtime detects and responds

when configurations are changed to make the
system less secure.

ensure protection from unautho-
rized access by appropriate control
mechanisms, including but not lim-
ited to authentication, identity or
access management systems;

Enhanced protection from unauthorized
access can be obtained through Exein
Runtime.

Custom policies can be deployed to make sure
only allowed users can perform any set

of operations.

protect the confidentiality of
stored, transmitted or otherwise
processed data, personal or other,
such as by encrypting relevant
data at rest or in transit by state of
the art mechanisms;

Runtime can monitor and actively restrict
access to both encrypted and plain files
stored on the device (filesystem-monitor).

Navigating the CRA 10



protect the integrity of stored,
transmitted or otherwise pro-
cessed data, personal or other,
commands, programs and config-
uration against any manipulation or
modification not authorized by the
user, as well as report on corrup-
tions;

&

Runtime can monitor and actively stop
malicious or unauthorized programs from
executing any action (process-monitor).

protect the availability of essential
functions, including the resilience
against and mitigation of denial of
service attacks;

Exein Runtime is capable of detecting
and effectively stopping in real time
network-originated attacks such as DDoS
or other brute force attacks
(process-anomaly, network-anomaly).

minimize their own negative im-
pact on the availability of services
provided by other devices or net-
works;

By distributing an Exein Runtime detection
and response agent on every product, we can
effectively improve the security of the overall
network and that of surrounding devices.

be designed, developed and pro-
duced to limit attack surfaces, in-
cluding external interfaces;

Exein Analyzer can be used to outline

the product software bill of materials and
make sure that the attack surface is as
reduced as possible.

be designed, developed and pro-
duced to reduce the impact of an
incident using appropriate ex-
ploitation mitigation mechanisms
and techniques;

Exein Runtime is designed specifically to act
on the most granular level possible. When an
incident is detected, a response action
(threat-response) can be taken to prevent
the specific malicious process from
continuing its anomalous operations, leaving
the rest of the system intact and fully
operational.

provide security related informa-
tion by recording and/or monitor-
ing relevant internal activity, in-
cluding the access to or
modification of data, services or
functions;

Exein Runtime collects and exports in real
time all the activity related to security
incidents.

This includes all the logs that might be helpful
to perform a post-mortem and forensic
analysis.
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Vulnerability handling requirements

CRA

Identify and document vulnerabil-
ities and components contained
in the product, including by draw-
ing up a software bill of materials
in a commonly used and ma-
chine-readable format covering
at the very least the top-level de-
pendencies of the product;

Exein go-to solutions

Exein Analyzer is designed specifically for this
purpose, among other things.

It automates various product security
functions to support SBOMs and vulnerability
lists via workflow automations to update
SBOMs and generate reports to give greater
context to a device’s risk.

In relation to the risks posed to
the products with digital ele-
ments, address and remediate
vulnerabilities without delay, in-
cluding by providing security up-
dates;

Exein Runtime allows manufacturers

to immediately find out about new security
breaches in their products, significantly
shortening the time required to notify

the authorities and the users and releasing
a security update, lowering in this way

the amount of damage caused by the attack

Once a security update has been
made available, publicly disclose
information about fixed vulnerabili-
ties, including a description of the
vulnerabilities, information allowing
users to identify the product with
digital elements affected, the im-
pacts of the vulnerabilities, their
severity and information helping
users to remediate the vulnerabili-
ties;

Exein Runtime Al enables manufacturers
to grasp the extent and origin of a security
incident. However, the manufacturer

is responsible for disclosing any
vulnerabilities.

Provide for mechanisms to secure-
ly distribute updates for products
with digital elements to ensure that
exploitable vulnerabilities are fixed
or mitigated in a timely manner;

Exein solutions allow you to immediately
find out if any new vulnerability affects
an existing product and mitigate its effect.
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Reporting requirements

CRA

The manufacturer is expected to
report vulnerabilities to ENISA.
There are no specific require-
ments as to the format or tool to
use, as this may differ between
EU member states

Exein go-to solutions

Exein reports are designed to meet the
ENISA strict reporting requirements. This
means you can report actively vulnerabilities
and security incidents to the competent
national authorities within the mandated
timeframes: 24 hours for initial notification
and 72 hours for the full report.

Navigating the CRA 13



&

4. Compliance made easy

Our solutions in a nutshell

Exein Analyzer: Pre-Market security assessment

Exein Analyzer eliminates the guesswork from pre-market security assessments.
This powerful tool utilizes advanced security technology to scan your devices and
identify potential vulnerabilities. Unlike traditional methods, Exein Analyzer doesn’t
require access to firmware source code or installation of agents

or SDKs, streamlining the process and minimizing disruption to your development
workflow. With a comprehensive overview of your device’s security landscape

in hand, you can address vulnerabilities proactively, ensuring compliance with

the CRA and fostering trust with your customers.

Analyze firmware directly, eliminating

the need for source code access.

This accelerates the vulnerability
assessment process and streamlines the
development workflow.

With no agents or SDKs to install, Exein
Analyzer ensures quick and seamless
deployment, reducing time-to-market.

Supports multiple systems, such as
Linux, RTOS, UEFI, Docker, Android, and
Uboot, ensuring security across various
loT environments.

Exein Analyzer conducts extensive
scans of loT fleets to detect a wide

array of threats, including weak
passwords, potential exploitations,
common vulnerabilities and exposures
(CVEs), insecure compiler settings, and
compromised cryptographic certificates.

Generates clean, exportable reports
that summarize key vulnerabilities and
prioritize issues for efficient resolution,
enabling focused and effective security
management.
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Exein Runtime: Real-Time threat detection

Exein goes beyond pre-market assessments, offering real-time protection for
your deployed devices. Our flagship product, Exein Runtime, is a state-of-the-art
solution specifically designed for Linux and RTOS systems.

This comprehensive suite provides a robust defense against cyberattacks, meeting

the rigorous security standards outlined by the CRA.

Identifies and blocks external attacks
in real-time, supporting any platform
from Docker to RTOS.

Tracks and blocks suspicious filesystem
activity with path-based rules, ensuring
continuous oversight of critical file
operations.

Monitors network connections, socket
operations, and DNS packet parsing
to detect and immediately respond

to network threats.

Provides deep insights into running
processes, including creation, execution,
and termination, as well as behavioral
changes.

Aggregates threat intelligence from all
devices, providing a global view
of runtime security.

Utilizes advanced Al models to provide
insights during security incidents,
including potential scope, cause, and
recommended mitigation actions.

Allows the export of security events to
any SIEM of choice, enabling flexible
analysis and response within existing
workflows and tools.
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Exein’s role in aligning solutions with the CRA

Exein’s solution’s play a pivotal role in ensuring compliance with the upcoming
Cyber Resilience Act, an EU-wide legislation aimed at safeguarding consumers
and businesses from digital products with inadequate security features.

The act mandates cybersecurity requirements for digital products throughout their
lifecycle, emphasizing the security of connected devices and software across the
EU.

Exein’s solutions are designed to meet the strict requirements outlined
in the Cyber Resilience Act, providing companies with the confidence to fulfill each
obligation effectively

With Exein, it’s easy to effortlessly navigate the path to comliance, ensuring all
necessary steps for reporting vulnerabilities and incidents are seamlessly
integrated into operational processes.

Exein’s advanced security features not only protect digital products
but also enhance their overall security profile, aligning with the Act’s goal
of ensuring more secure digital products for EU consumers.

Compliance made easy 16
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Our team of experts will work with you to understand your project
requirements and provide a proof of concept (POC) that is entirely
free of charge.

During the POC, we will discuss how our technology can help solve
your security problems and provide an opportunity to see it in action.

Contact us at info@exein.io
Learn more at www.exein.io

Disclaimer: This ebook is intended for informational purposes only
and does not constitute legal advice.

Readers are encouraged to consult with legal professionals for advice
specific to their circumstances and compliance requirements.
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